NHOOPMALIMOHHASA MAMATKA A1 OBYHAIOLUMXCA AN PASMELLEHNS HA OOULNATTbHBIX MHTEPHET-
PECYPCAX

C kaxabIM rogoM MOSIOAEXWN B UHTEPHETE CTaHOBUTLCS 60/bLUE, @ WKOMbHUKM OAHU U3 CaMblX aKTUBHbIX
nonb3oBaTenel PyHeTa. Mexay TeM, MOMMMO OFPOMHOIO KOIMYECTBa BO3MOXXHOCTEN, MHTEPHET HECET U NpobneMbl.
STa namsTKa fo/MKHa NoMoYb Tebe 6e30nmacHO HaxoaAMTLCS B CETU.

KomnbloTepHblie BUpYChI

KoMMblOTEPHBI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBIX NPOrpamMM, OT/IMYUTENbHON 0COBEHHOCTLIO KOTOPOA
SIBNSETCS CNOCOBHOCTb K PAa3MHOXEHWIO. B ONONHEHNE K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UMW MOJSTHOCTBIO
YHUYTOXUTb BCe halnbl U aHHbIE, MOAKOHTPOSIbHbIE MONb30BATENO, OT MMEHU KOTOPOro bblnia 3anyLleHa
3apaXkeHHasi NporpamMMa, a Takxxe NoBPEAWTb UK AaXE YHUUTOXMTb OMNepaLMOHHYI0 CUCTEMY CO BCeMM dhainamm B
uenom. B 6onblUMHCTBE CrlydaeB pacnpoCTPaHSAOTCS BUPYChbl Yepe3 MHTEPHET.

MeTozpl 3aLmThbl OT BPEAOHOCHBIX NMPOrpaMMm:

1. Wcnonb3yit coBpeMeHHbIE OnepaLMOHHbIE CUCTEMbI, UMEIOLLME CEPbEe3HbI YPOBEHb 3alUTbl OT
BPEeAOHOCHbIX NPOrpamMMm;

2. TlocTosiHHO ycTaHaBnuBal natum (UmdpoBble 3amniaTku, KOTOpble aBTOMaTUYECKU YCTaHABNMBAKOTCS C
Lenbto opaboTKM NporpaMMmbl) U Apyrue 06HOBMEHWSI CBOEW OnepaLMOHHON cucTeMbl. CkaumBai UX TOSbKO
¢ ocdmumanbHoro carita paspaboTtunka OC. ECnv CyLLeCcTBYET peXunM aBTOMaTUYECKOro OBHOBNEHWS,
BKJIOUN €ro;

3. PaboTali Ha CBOeM KOMIMbIOTEPE MOA NpaBaMu Mosb30BaTeNs, a He aAMMHUCTPaTopa. OTO He MO3BOUT
60MbLIMHCTBY BPEAOHOCHBIX MPOrpaMM MHCTaN/IMpOBaThCs Ha TBOEM MEPCOHaNIbHOM KOMMbIOTEPE;

4. Mcnonb3yi aHTMBUPYCHbIE NMPOrpPaMMHbIE MPOAYKTbI M3BECTHBIX NMPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBneHneM 6a3;

5. OrpaHuyb hU3NYECKMin AOCTYN K KOMMbIOTEPY A/1s1 TOCTOPOHHMX NNL;

Mcnonb3yit BHeLWHWe HocuTenu MHdopMaumn, Takue Kak dnewka, AUCK v dain u3 MHTEpHeTa, TOMbKO K3
NpOBePEHHbIX NCTOYHMKOB;

7. He oTKpbIBal KOMMbIOTEPHbIE (halsibl, MOMYYEHHbIE U3 HEHAAEXKHBIX UCTOYHMKOB. [axe Te calnbl, KoTopble

npucnan TBOM 3HaKOMbIN. Jyylle YTOYHM Y HEro, OTnpaBasa v oH Tebe mx.
Cetn WI-FI
Wi-Fi - 3TO He BMA nepeaayn AaHHbIX, He TEXHOMOrus, a Bcero nuib 6pena, mapka. Ewe B 1991 roay
HuAepnaHackas KoMnaHus 3apernctpuposana 6perg "WECA", uto obo3Hayvano cnosocoyeTaHune "Wireless Fidelity",
KOTOpbIN NepeBoanTCa Kak "6ecnpoBoaHast TOYHOCTb".
[lo Hallero BpeMeHu aoluna apyras abbpeBuaTypa, KoTopas SBMSETCS TakoW e TexHonornen. 1o abbpesmaTypa
"Wi-Fi". Takoe Ha3BaHwWe 6bINI0 4aHO C HAMEKOM Ha CTaHAApPT BbICLLEl 3BYKOBOM TexHUkM Hi-Fi, yTo B nepesoae
O3HayaeT "BblCOKas TOYHOCTb".
[a, 6ecnnatHblil UHTEPHET-AOCTYN B Kade, OTeNsX U adponopTax SBASETCS OT/MYHON BO3MOXHOCTbIO BbIXOAa B
MHTEpHET. HO MHOrMe skcnepTbl cunTatoT, 4To 0bwenocTynHble Wi-Fi ceTu He aBnstoTcs 6e30nacHbIMu.
CoseTbl N0 6e30macHocTV paboTbl B 06Lwea0CTynHbIX ceTax Wi-fi:

1. He nepepnaBali CBOKO NNYHYIO MHGOPMaLMIo Yepes oblieaocTynHble Wi-Fi ceTn. PaboTas B HUX, enaTesbHO
He BBOAMTb MaposiM AOCTYNa, NIOrMHbI U KakMe-TO HOMepa;

2. Vcnonb3yi 1 06HOBNSIM aHTUBMPYCHbIE MpOrpaMMbl M 6paHaMayep. TeM caMbIM Tbl 06e30Macuilb cebsi oT
3aKayku BUpYca Ha TBOE YCTPOMCTBO;

3. Mpu ucnone3zoBaHumn Wi-Fi oTknoumn dyHkumio "O6wmin goctyn Kk daiinam u npuHtepam”. [aHHas dyHKLmUS
3aKpbIiTa MO YMOYaHWIO, OAHAKO HEKOTOPbIE MOJIb30BaTENN aKTUBMPYIOT ee Ans yaobcTea 1CNonb30BaHns B
paboTe nnn yyebe;

4. He ncnonb3yi ny6anyHbin WI-FI gns nepegayuv MMYHbIX AaHHbIX, HAaNnpUMep Ans BbIXoAa B coLMasibHble
CeTV WK B NIEKTPOHHYIO MOYTY;

5. Wcnonb3yi TONbKO 3alumileHHoe coeanHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Be6-aapeca BBOAM
umeHHo "https://";

6. B MobunbHoM TenedoHe oTkoum dyHkumio "MoaknoyveHune k Wi-Fi aBTomaTuueckun”. He fonyckai
aBTOMATUYECKOro NMOAK/OUEHMS YCTPOWCTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu



CoumarnbHble CETU aKTUBHO BXOAAT B HaLUY >XM3Hb, MHOMME Nioan pa60Tar0T W XXMBYT TaM MOCTOSAHHO. MHorune
NnoJsib30BaTeENIN HE MOHMMAIOT, YTO MHd)OpMaLI,VIﬂ, pa3MeLlleHHasa MU B colUManbHbIX CETAX, MOXET 6bITb HaliaeHa K

MCnonb3oBaHa KEM yrogHo, B TOM 4ucne He obsa3zaTenbHo ¢ 6narumm HaMepeHnsamu.
OcHOBHble coBeTbl Mo 6e30nacHOCTM B coLMasbHbIX CETAX:

1. OrpaHuyb cnncok apy3eit. Y Tebs B Apy3bsix HE AOMKHO bbb ClyYaliHbIX M HE3HAKOMbIX NIOAEN;

2. 3awuaii CBOK YaCTHYHO XM3Hb. He ykasbiBali naponu, TenedoHsbl, agpeca, AaTy TBOEro POXAEHUS U
APYryIo IMYHYIO MHOPMaLMIO. 310yMbILLNEHHUKW MOTYT UCMOSIb30BaTh AaXe MH(MOPMaLMIO O TOM, KaK Tbl U
TBOM POAMTENW NNAHUPYETE NPOBECTU KaHUKYIbI;

3. 3awuwwan cBoto penyTaumio - AepXK ee B YACTOTE M 3aaaBali cebe BOMpoc: XoTen 6bl Thl, YTOObI Apyrue
MoNb30BaTeNN BUAENM, YTO Thl 3arpyxaellb? Mogymai, npexae YeM 4To-To onybnmkoBaTh, HaMUcaTb U
3arpy3uTb;

4. Ecnu Tbl roBOpyLUb C IIOABMU, KOTOPbIX HE 3HAELLb, HE UCMOMb3Yi CBOE peasibHoe UMS U APYTYHO JIMUHYIO
nHbOPpMaLMK: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl U Npoyee;

5. W3b6eran pasmelyeHus doTtorpaduii B IHTepHeTe, rae Tbl M306paXkeH Ha MECTHOCTM, MO KOTOPON MOXHO
onpeaenvTb TBOE MECTOMOJIOXKEHUE;

6. [lpu perncTpaummn B coumanbHoOWM CETU HEOBXOAMMO MCMOSb30BaTh CIIOXKHbIE Mapou, COCTOsILLME U3 BYKB 1
LMdp 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. [ns coumanbHoOW ceTu, MoYThbl U APYrvX CauToOB HEOBXOAMMO MCMOJb30BaTh pasHbie Naponu. Torga ecnu
Tebs B3N10MAlOT, TO 3/10YMBbILLNIEHHWUKM MOMyYaT AOCTYM TOMbKO K OAHOMY MECTY, @ He BO BCe Cpasy.

DNeKTPOHHbIE AeHbIN

DNEKTPOHHbIE ieHbIN - 3TO OYeHb YA06HbIN Cnocob nnaTexen, 0AHaKO CYLLECTBYIOT MOLWEHHUKW, KOTOPble XOTAT
noNyynTb 3TV AEHbIN.

DNeKTPOHHbIE AeHbI 1 MOSBUMNNCH COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOIMX roCyAapcTBax A0 CUX MOp He
NPONMCaHO MPO HMX B 3aKOHAX.

B Poccuu xe OHM (DYHKLMOHMPYIOT M O HUX YXXe MPOMMCcaHO B 3aKOHE, MAe UX Pa3fensioT Ha HECKOJbKO BMAOB -
QHOHMMHbIE U HE aHOHMMHbIE. Pa3HuUa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NpoBOAUTb
onepaumnn 6e3 naeHTudMKaumMm Nonb3oBaTenNs, a B HEAHOHUMHbBIX MAEHTUPUKALMS NONb30BaTeNs SBASETCS
obsi3aTenbHOM.

Takke cnefyeT pasnuyaTb 3NeKTPOHHble uaTHble AeHbrn (paBHbI FOCYAAPCTBEHHbIM BaskoTaM) U N1EKTPOHHbIE
HeduraTHble AeHbrv (He paBHbl FOCYAAPCTBEHHBLIM BantoTam).

OcHOBHble COBEThI M0 6e30MacHoi paboTe C 3N1eKTPOHHbBIMK AeHbraMu:

1. TpuBsku K c4ETY MOBUIIbHBIN TeniedoH. 3TO CaMblil YA0OHbIN 1 BLICTPLIN CMOCO6 BOCCTAHOBUTL AOCTYN K
cuety. MNpvBsi3aHHbIN TenedoH NMOMOXET, ecnin 3abyaellb CBOM MIATEXHbIV NMaposib UK 3aiiAellb Ha CalT C
He3HaKoMOro yCTPOWCTBa;

2. Vicnonb3yi ogHopa3oBble naponu. MNocne nepexoaa Ha ycuneHHyto aBTopusaumio Tebe yxe He byaet
YrpoXaTb OMacHOCTb KPaXkv UM NepexBaTa MiaTeXHOoro napons;

3. Bblbepu croxHbIl Naposib. MpecTynHnkam 6yaeT He NPOCTO yraaaTh CIOXKHbIV Naposib. HagexxHble naponm -
3TO Naponu, KOTOpbIE COAEPXKAT He MeHee 8 3HAKOB 1 BKJIIOHAOT B cebs CTPOYHbIE U MPOMNUCHbIE ByKBbI,
umMcpbl U HECKOJSIbKO CMMBOJIOB, Takue Kak 3HaK Aosinapa, dhyHTa, BOCKIMLUATENbHbIN 3HaK 1 T.M. Hanpumep,
$tRONg!;;

4. He BBOAM CBOM NIMYHbIE aHHbIE Ha CaliTax, KOTOPbIM He AOBepsieLlb.

DneKTpoHHas noyTa

DNeKTPOHHasi NoYyTa - 3TO TEXHOIOMUS U NpeAoCTaBsieMble et YCITyr MO NEPECHINIKE U NMOMYYEHUIO 3NIEKTPOHHbIX
COObLLEeHWI, KOTOpbIE pacnpeaensitoTCst B KOMMbIOTEPHOM ceTu. O6bIYHO 3MEKTPOHHDBIN MOYTOBbLIV UMK BbIrISAUT
cneayowmm 06pasoM: MMs_Nonb3oBaTensi@umsi_AoMeHa. Takoke KpoMe nepeaadn npocToro TeKCTa, UMeeTcs
BO3MOXHOCTb NepesaBaTh (aiisbl.

OCHOBHbIE COBETbI M0 6e30MacHol paboTe C 3MEKTPOHHON MOYTOMN:

1. Hapo BbIGpaTb NpaBW/bHbINA MOYTOBbLIN CEPBUC. B MHTEpHETE €CTb OrPOMHbIN BbIGOP HeCrnaTHbIX NOYTOBLIX
CEPBWCOB, OHAKO Jyylle J0BEPSAThL TEM, KOO 3HAELLb U KTO NEPBbIfi B PENTUHTE;

2. He yka3sbiBail B IMYHON MOYTe IMYHYIO MHOpMauuio. Hanpumep, nydie BbibpaTh "My3blkasbHbIV_(haHaT@"
nnmn "pok2013" Bmecto "temal3";

3. Wcnonb3yi AByx3TanHyto aBTopu3aumio. 3To Koraa NOMUMMO Maponist HYXXHO BBOAWTb KOA, NPUCHINAeMbIi Mo
SMS;


https://сайтобразования.рф/

4. Bbl6epY CNOXHbIV Naposib. 718 Kaaoro No4YTOBOro AlMKa A0MKEH BbiTb CBOV HaZIEXHbIN, YCTOWUMBBIN K
B3/I0MY Napo’ib;

5. Ecnm ecTb BO3MOXHOCTb HanMcaTb CaMOMY CBOM JIMYHBbIM BOMPOC, UCMOJb3Yi 3TY BO3MOXHOCTb;
Mcnonb3yit HECKOMBbKO MOYTOBbLIX ALMKOB. MepBbli Ansi YaCTHOW NepPenncKM C agpecaTtamm, KOTOPbIM Tbl
[0Bepsiellb. ITO 3M1EKTPOHHbIN aapec He HaAo UCMOMb30BaTb NpY perucTpaumm Ha cdopymax 1 cairax;

7. He oTkpbiBai daiinbl U Apyrue BNOXEHUS B MUCbMax, AaXKe eciv OHW NpULLAK OT TBOMX Apy3en. Jlyuwe
YTOYHWM Y HUX, OTNPABASAN N1 OHK Tebe 3T dannbl;

8. Tocne okoHYaHWUs paboTbl Ha MOYTOBOM CEPBUCE Nepes 3aKpbiTUeM BKIAAKM C CAaUTOM He 3abyab HaxaTb
Ha "BbInTK".

KnbepbynnvHr nnm BupTyanbHOe N34eBaTeNbCTBO

KnbepbynnuHr - npecnegoBaHune coobLueHnsaMN, coaepxalummm ockopbneHus, arpeccvto, 3anyrvBaHue;
XYJIMFaHCTBO; colpmanbHoe 60MKOTUPOBaHME C MOMOLLBIO Pa3NMYHbIX UHTEPHET-CEPBUCOB.

OcHOBHble coBeTbl Mo 6opbbe ¢ knbepbynnnHrom:

1. He 6pocalica B 60i. Jlyuwmin cnocob: NocoBeToBaTbCS Kak cebsi BECTU U, C/IU HET TOTO, K KOMY MOXHO
06paTUTbCA, TO BHaYasne YCnoKOUTbCs. ECM Thbl HAYHELLb OTBEYaTb OCKOP6IEHUIMIN Ha ockopbneHns, To
TONbKO elle 6onbliue pasoxoKeLlb KOHMWKT;

2. YnpaBnsiii cBoel kubeppenyTaumen;

AHOHMMHOCTb B ceTy MHMMas. CyLLecTBYIOT CNocobbl BbISICHUTb, KTO CTOWUT 32 @HOHUMHBIM aKKayHTOM;

4. He cTouT BECTU Xy/IMraHCKUI 06pa3 BUPTYasibHOM XU3HU. NHTEPHET hUKCUPYET BCe TBOW AENCTBHUS 1
COXPaHSIET MX. YAanuUTb UX ByAeT KpalHe 3aTpyAHUTENBHO;

5. Cobntopaii CBOKO BUPTYasibHYIO YeCTb CcMosoay;

VIrHopupyi eaMHnYHbI HeraTtue. OAHOPa30Bble OCKOPOUTENbHbIE COOBLLEHNS NyYlle UTHOPUPOBATb.
O6bIYHO arpeccus NpekpalLaeTcs Ha HavyanbHOW CTaauu;

7. bBaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOBLLEHNSIMUM, B COLMANbHbIX CETSX €CTb
BO3MOXXHOCTb 6/I0KMPOBKM OTMNPaBKM COOBLLEHNI C ONpeeneHHbIX aflpecos;

8. Ecnu Tbl cBMAeTeNb knbepbynnuHra. TBoM AeNCTBYS: BbICTYNUTL MPOTUB NpecriefoBaTess, nokasaTb eMy,
YTO €ro AeNCTBUSI OLEHMBAIOTCS HEraTMBHO, MOAAEPXKATb XXEPTBY, KOTOPOM Hy>XHa NCUXONorMyeckas
MOMOLLb, COOBLLNTL B3POC/TbIM O (haKTe arpecCMBHOIO NOBeAEHUS B CETU.

Mo6unbHbI TenehoH

CoBpeMeHHble cMapTdOHbI ¥ NaHLLeTbl coaepxaT B cebe BrnosiHe B3poCsibli PyHKLUMOHAN, 1 Tenepb OHU MOTyT
KOHKYPMPOBaTb CO CTaLMOHapHbIMKU KoMMbloTepaMu. OfHaKo, CPeACTB 3alUuThl ANst NOAOOHbIX YCTPOMCTB MOKa OYEHb
Masno. TeCcTupoBaHUWe v MOWCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcst U MOBUIbHBIX MPUOXEHWIA.

CoBpeMeHHble MObUbHbIE Bpay3epbl y)ke NpakTUYecKky A0rHaAn HAaCcTOMbHbIE @aHaNorn, OAHaAKo paclumMpeHve
(byHKUMOHana BreyeT 3a cobol 60SIbLLYI0 CTOXHOCTb U MEHbLLYHO 3aLUMULLIEHHOCTb.

[aneko He BCe NpoOV3BOAMTENM BbINYyCKAOT 0OHOBNEHMS, 3aKpbIBAOLLME KPUTUYECKME YA3BUMOCTU AN1S1 CBOMX
YCTPOWCTB.

OcHoOBHble coBeTbl A5 6e30nacHoCT MObKUNBbHOro TenedoHa:

Huuero He siBnsieTcst No-HacTosiweMy 6ecnnaTHbiM. Byab OCTOpOXEH, Beab Korfa Tebe npeanaratoT 6ecniaTHbIi
KOHTEHT, B HEM MOTYT OblTb CKPbITbl KAaKME-TO NAaTHbIE YCyTK;

[Odymait, npexae yem oTnpaBuTb SMS, hoTo UM BMAEO. Thl TOYHO 3HaELIb, Fie OHM ByyT B KOHEYHOM UTOre?
Heobxoanmo 06HOBAATL ONEpPaLIMOHHYIO CUCTEMY TBOEro CMapTdOoHa;

Mcnonb3yii aHTUBMPYCHbIE NMPOrpaMMbl A1t MOBUIIbHBIX TeNehOHOB;

He 3arpy»ai npunoXxeHusi 0T HEU3BECTHOMO MCTOYHWMKA, BEb OHU MOTYT COAEpXaTb BPpeAOHOCHOE NporpaMMHoe
obecneyeHue;

Mocne Toro Kak Thl BbIMAELLb C CalTa, rae BBOAU IMYHYIO MHGOPMaLMIo, 3aliaM B HAacTpoliku 6paysepa v yaanm
cookies;

Mepvioanyeckn NpoBepsii, kakue nnaTHble YCIyr akTUBMPOBaHbl Ha TBOEM HOMEpE;

[aBali cBoi HoMep MObunbHOro TenedoHa TONbKO NIIOASM, KOTOPbIX Thl 3HAELb U KOMY A0BEpSIELLb;

Bluetooth gomkeH 6bITb BbIK/HOYEH, KOTAA Thl MM He MoJb3yellbcsl. He 3abbiBaii MHOrAa NPOBEPSThb 3TO.

Online vrpsbl



CoBpeMeHHble OHJaMH-UrPbI - 3TO KPACOYHbIE, 3aXBaTbIBAIOLLME pa3BieveHUs], 06beANHSIOLIME COTHU ThICSY YETOBEK
no BCeMy MUpY. rpoku UccneayroT AaHHbIM UM MU, 06LLaloTCs APYr C APYroM, BbIMOMHAIOT 3aA4aHusl, CPAXKaloTCs C
MOHCTPaMU 1 MOJyYatoT OMbIT. 3a YAOBOJIbCTBIUE OHM MATST: MOKYMNalT AWCK, ONSlaunMBatoT abOHEMEHT MK
NpUOBpPETaloT KaKkme-To OMLMK.
Bce 3TM cpeacTBa MAYT Ha NoAAepXaHue W pasBUTHE UIpbl, @ TaKKe Ha caMy 6e30MacHOCTb: COBEPLLEHCTBYHOTCS
CMCTEMbI aBTOPU3aLIMK, BbIMyCKatOTCS HOBblE NaTyy (LmdpoBbIe 3anaaTkK /it NPorpaMM), 3aKpbIBalOTCs YSI3BUMOCTU
CEpPBEPOB.
B nofo6HbIX Mrpax CTOMT OMacaTbCst HE CTONBbKO CBOMX COMEPHUKOB, CKOMbKO KPaXku TBOEMO Maposisi, Ha KOTOPOM
OCHOBaHa CMCTEMa aBTOpM3aLmMM 6OTbLUMHCTBA Urp.
OCHOBHbIE COBETbI M0 6€30MaCHOCTV TBOErO UIPOBOMO akKayHTa:
1. Ecnwu gpyrovi urpok BeaeT cebs Nioxo Uan co3aaeT Tebe HENPUSTHOCTM, 3ab/10KMPYI €ro B CNIMCKE UrPOKOB;
2. Toxanyiica agMMHUCTPATOPaM Mrpbl Ha NI0X0e NOBEAEHUE STOrO UrpoKa, XKeNaTebHO NPUoXKUTL Kakue-
TO [lOKa3aTeNbCTBa B BUAE CKPUHOB;
He ykasbiBall MYHyt0 MHGOPMaUuto B Npodaiine urpbl;
YBakall Apyrvx y4acTHUKOB MO UIpe;
He ycTaHaBnvBaii HeodurumManbHble NaTyum 1 MOAbl;
Mcnonb3yii COXHbIE U pasHble Naposy;
[la>xe BO BPeMsl Urpbl He CTOMT OTKJTHOYaTb aHTUBUPYC. Moka Tbl Mrpaellb, TBOW KOMMbIOTEP MOTyT

No vk Ww

3apasuTb.
OULWNHT AN Kpaxka IMYHBIX AaHHbIX
OO6bIYHON KpaXkel AeHEr 1 AOKYMEHTOB CErOAHS YXe HMKOro He YAMBULLbL, HO C Pa3BUTUEM UHTEPHET-TEXHONOIUIA
3/10YMBbILLNIEHHWKM MEPEMECTUNCL B MHTEPHET, M NPOAO/IKAIOT 3aHMMaTbCs "nobumbiM" genom.
Tak nosiBUIack HOBasi Yrpo3a: UHTEPHET-MOLIEHHNYECTBA MW ULLKHF, FaBHas Lefb KOTOPOro COCTOUT B
nosly4YeHnn KoHbUAEHUMANbHLIX AaHHbIX NOJSib30BaTeNeN - IOTMHOB U naponei. Ha aHrnuiickom sisbike phishing
yutaetca kak duwuHr (ot fishing - peibHast noBnsi, password - Naposnb).
OcHoBHble coBeTbl Mo 6opbbe ¢ hUmHIoM:

1. Cnepawn 3a cBOMM akkayHTOM. Ecnv Tbl NoAo3peBaellb, YTO TBOSI aHkeTa bblia B3noMaHa, To HeobxoanMMo
3abn0oKknpoBaTh ee 1 coobWUTb aAMMHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yi 6e3onacHble Be6-CalThl, B TOM YMC/E, UHTEPHET-MarasMHOB 1 MOUCKOBbLIX CUCTEM;

Mcnonb3yii CnoXxHble U pa3Hble Naposin. TakuMm 06pa3om, ecnv Tebsi B3fIOMatoT, TO 3/10YMbILLIEHHUKM
nony4aT AOCTYN TOMbKO K OA4HOMY TBOEMY Mpodusio B CETH, @ He KO BCEM;

4. Ecnu 1ebsa B3nomanu, To HeO6X0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTOpble AobaBneHbl y Tebs B
[PY3bsiX, O TOM, YTO Tebs B3/10Manu 1, BO3MOXHO, OT TBOEro UMeHu ByaeT pacchbliaTbCs CraM U CCbIIKM Ha
(vLLMHrOBbIE CalThI;

5.  YcTaHoBu HaaexHbI naponb (PIN) Ha MOBUbHLIN TenedoH;

OTKOUM coxpaHeHve napons B 6pay3sepe;

7. He oTkpbiBai daiinbl U Apyrue BAOXEHUS B MUCbMax, AaXKe eCiiv OHW MPULLAW OT TBOMX Apy3en. Jlyyiue

YTOYHW Y HUX, OTNPABASAM NI OHW Tebe 3Tu dainbl.
Lndposas penyTtauus
Lindposas penytaums - 3T0 HeraTMBHas Wy No3uTyBHas MHdOpMaums B ceTn o Tebe. KomnpomeTtupytoLlas
MHbOpMaLMs, pa3MeLLeHHasl B MHTEPHETE, MOXET CEPbE3HbIM 06Pa3oM OTPa3UTLCA Ha TBOENM pearibHOW XM3HM.
"Undposas penyTtaums” - 3To TBON UMUAXK, KOTOPLIV hopMUpYyETCS U3 MHOPMaLMK O Tebe B MHTEPHETE.
TBOE MeCTO XUTeNbCTBa, y4ebbl, TBOE (PMHAHCOBOE NOMOXEHME, 0COBEHHOCTM XapakTepa U pacckasbl 0 6/IM3KMX -
BCe 3TO HaKan/MBaeTCsl B CETU.
MHorve noapoCcTKUN NErKOMbICIIEHHO OTHOCSITCS K My6nvKaummn MYHON MHdopMaummn B MIHTEpHeTE, He NoHMMast
BO3MOXHbIX MOCNEACTBUIA. Thbl AaXKe HE CMOXKELLb AoragaTbCs 0 TOM, YTo choTorpadusi, pa3melleHHast 5 net Hasaz,
cTana npuYMHOKN 0TKasa NpUHSATL Tebst Ha paboTy.
KoMMeHTapuu, pasMmelleHne TBoux (oTorpaduii n aApyrve AeicTBUst MOMYT HE UCUYE3HYTh AaXe Noc/e TOoro, Kak Tbl
UX yoanuwb. Tbl He 3Haellb, KTO COXpaHWn 3Ty MHdOPMaLMIo, nonana iv oHa B NMOUCKOBbLIE CUCTEMbI U COXPaHMIach
NV OHa, a FNTaBHOE: YTO MoAYMatoT 0 Tebe OKpY)KatoLWMe NoAM, KOTOpbIe HanayT U YBUAST 3T0. Hantu uHbopMaumio
MHOTO JIET CNYCTS1 CMOXET JII060M - KaK M3 A06pPbIX NOBY>XAEHUI, TaK U C HAMEPEHWEM MPUUMHUTL BPead. ITO MOXET
6bITb KTO YrogHo.



OCHOBHbIE COBETbI M0 3almMTe LdpoBOM penyTaumm:

1. Toaymaii, npexxae YyeM 4To-To Ny6AMKOBaTb M NepedaBaTh Y cebs B 65iore UM B cOLMaNbHOM CETH;

2. B HacTpovikax npodwuns ycTaHOBM OrpaHUYEHMsI Ha MPOCMOTP TBOEro NpPoduss U ero COAEPXKMMOro, caenai

€ro Tonbko "ansa apysen";

3. He pa3Mellait 1 He yka3biBalt MHMOPMALIMIO, KOTOPasi MOXET KOro-Mbo 0CKOp6NaTb U 0BMKaTb.
ABTOpCKOE MpaBo
CoBpeMeHHbIe LIKOMbHUKN - aKTUBHbIE Nonb3oBaTeny LmdpoBoro npoctpaHcTea. OAHAKO AaneKko He BCe 3HatoT, YTO
MoMb30BaHNE MHOTMMU BO3MOXHOCTSIMU LiMCPOBOIO M1pa TpebyeT cobntoaeHnst MpaB Ha MHTENNEKTYasbHYO
COHCTBEHHOCTD.
TepMuH "nHTennekTyanbHasi CO6CTBEHHOCTL" OTHOCUTCS K Pa3fiMyHbIM TBOPEHMSIM YeI0BEYECKOro yMa, HaumHas C
HOBbIX M300pETEHNI U 3HaKOB, 0603HaYaOLLMX COBCTBEHHOCTb Ha MPOAYKTbI M YCIYTW, U 3aKaHYMBasi KHAraMMu,
doTorpadusamm, kKnHobmnbMamMmm U My3blKasbHbIMU MPOU3BEAEHUSIMUA.
ABTOpCKME NpaBa - 3TO NpaBa Ha MHTeNNeKTyanbHY0 COBCTBEHHOCTb Ha NMPOU3BEAEHUSI HAYKWN, UTEPaTypbl U
MCKyCCTBa. ABTOPCKME MpaBa BbICTYNAOT B Ka4YeCTBE rapaHTUM TOro, YTO MHTENEKTYabHbIN/TBOPYECKUI TPYA
aBTOpa He ByaeT HanpacHbIM, AacT eMy CrpaBea/IMBbIE BO3MOXHOCTM 3apaboTaTb Ha pe3ynibTaTax CBOEro TpyAa,
MONY4YnTb U3BECTHOCTb U Npu3HaHMe. HUKTo 6e3 pa3pellueHunst aBTopa He MOXET BOCMPOU3BOAWTL €ro Npov3BeaeHue,
pacnpocTpaHaTb, My6AMYHO AEMOHCTPUPOBATb, MPOAABaTh, MMMNOPTMPOBATb, MyCcKaTb B NpoKaT, Nyb6anyHo
UCMOMHATb, MOKa3blBaTb/UCMOMHATL B 3cdmpe unn pasmellaTs B MIHTepHeTe.
Mcnonb3oBaHue "nupaTtckoro” nporpaMMHOro obecrneyeHns MoXeT NPUBECTU K MHOMMM pUCKaM: OT NOTEPU AaHHBIX K
TBOMM aKkayHTaM [0 6/I0KMPOBKM TBOEro YCTPOMCTBA, IAe YCTaHOB/IEHa HeneranbHas nporpaMMa. He ctouT Takke
3abbIBaTb, YTO CYLLECTBYIOT NeranbHble U 6ecnnaTHble NporpaMMbl, KOTOPbIE MOXHO HalTW B CETU.
O noptane
CeTeBNYOK.pd - TBOW IMaBHbIN COBETUMK B CETU. 34€Ch Thbl MOXELLb Y3HaTb O 6€30MacHOCTM B CETU MOHSTHBLIM U
[OCTYMHBIM S3bIKOM, @ NPU BO3HUKHOBEHUM KPUTUYECKOM CUTYaLIMM 0OPaTUTLCS 32 COBETOM. A TaKXe MPUHATb
yyacTve B KOHKypcax M CTaTb CaMbIM LMGMPOBbLIM FpaXKaaHWHOM!


http://сетевичок.рф/

